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FESJD OF TEE INVENTION 
"Die pr^ent invendon rdates to the fidd of anart cards and network services in genoal 
and in particular to a stand-alone device &r reading SDMTt cards and to a 



transmitting and receiving information tfarougji a network fiom a remote server to and from the 
smartcanL The invention also refers to uang the smart card fi>r lecorfing, e(fit^ 
usor's pa^nal preferaices fi>r use with liie network access. 



Ndwoik access devices tod^ are dither dumb (plain telephone, for exanq)le) and thus 
non-secure and non-i>ersonal, or extremdy complex, (e.g. a personal conqmter and cdlular 
tdephone). In the latta- conq)lex case, the idartity and personality of the user are stored in the 
device. A standard tdq^ione today m^ be "personalized" by associating fiinctions with pne- 

15 defined keys. This is gaieraPy inylemented by aug m entin g Has tdq)haties with meanories tiiat 
can be programmed. Typcalty, a "programmable tdq)hone" has 10-20 quid£-<fial nunabas. 
These numbers ale tyjMcalty programmed once, and tiiraefore, tl» tdephone cannot accurately 
be described as "personalize-aUe" - a pasonaBzK-able telephone vaay be defined as a M^hcme 
having adaptive charactaistics dqjending mi the user. Most tdq)hones have a "redial" button, 

20 wMdi is based on stoiiiig the last dialed nunfter in local memory. Typically, there is no option to 
(M previous numbers except for the last number, as this requires both more mmjory, more 
contrd c^abilities and a display SCTeoi Furthamore, a standard tdephone generalfy does not 
contain a controllffl- and thus is inc^able of performing control fimctions sudi as sraolling 
through a list of telephone numbers in ordo- to sdect and dial a number. 

25 Transferring an SMS (Short Messaging Sj«tem) or an MMS (Multi-Media Message) 

requires a short data transmisaon and is typica% carried out by diher WAP, Data mode, or 
specialized oortrol iMOtocols over tiie oeDular network. Theae are also services that allow a 
standard tdephone user to listen to Ihe text messages by cMiverting tiie messages from text to 
qjeech m a spedalized remote server. The sending of a text message from a standard landBne 

30 phone is enabled if a spedalized terminal is provided. Howeva" even vntii such a tommal the 
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user's identity is not stored aDywbHe, and llierrfore it is not posable to automatically deliver 
messages to the user or to secur^ id&a6fy tbe send^. 

Similarly, in ordo- to receive common netsmrk services, such as e-mail, a con^Iex 
confuting device is provided, such as a cellular phone or a PC. 
5 a would thus be advantageous to be able to personalize and be able to se^^ 

SMS, MMS and e-mail transmissions vsing a standard td[q>hone|, or wfaerev^ the network is 
acces^ble. 

SUMMARY OF THE INVENTION 

10 The present invention is directed to a stand-alone device for reading and writing smart 

cards, whidi incorporate suffident network access capabilities. The device may be integrated 
into a telephone or other ndwork-accessing device, which can capture the network end-point. 
Furthermore, the general-purpose veraon of the device allows for access for any card application 
for aity smart card. Evm vAi&i int^;rated into tdephones (cdlular or landline), for example, the 

15 device does not have to rdy on spedfic tdephone properties nor on the service provider, but 
rather it pnovides a general-purpose network access over telephone, or any otter networic media. 

In a typical in^lem^itation of the inv^on, tiie smart card is used for storing the 
required application data, vMdi contains at least the communication preferences (e.g. e-maQ 
provide, P address, or phone book), and the computing cm the device is used at least for 

20 network interfedng. The device provides communication interfeces allowing the smart card to 
be exploited in its M potential, utilizing the security capabiUties of tiie smart card, and 
supporting authentication uang the (optional) PEST (Phonal Identification Number). If 
required, input and ou^ut for the user may be provided other throu^ the telephone, or 
optionally, an on-device fisplay and keyboard. Particularly, the card may be used for setting, 

25 saving, and recording the usff's "personality" (that is, pasonal preferences) and identification 
(JD) . The device may be used for initiating communication (for exanq)le, generating a call to an 
SEMS server), or requesting tte estabMmient of a netwcnk protocol, sudi as tfarou^ a LAN to 
tteusar's mail server, for exanq)le. 

The current invmtion describes a device that can configure a standard landline tdephone 

30 with the pmonalization and authentication levels, and also a device ^Audi may be configured to 
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become a standalone network dewce, allowing fer data services (SMS, MMS and e-mafl) to be 
directed to the smart card. 

There is tbus provided, in accordance t?w& an embodimoat ofthe invention, a device that 
indudes at least one smart card reader configured to communicate with a smart card and at least 
one network inter&ce. 

In addition, there is also provided, in accordance with an anbodiment ofthe invention, a 
device that includes a Secure Monnation Module (SIM) configured to communicate widi at 
least one network interfece. 

In addition, there is also provided, in accordance with an ©aabodiment ofthe invention, a 
smart card that includes a network interface. 

In addition, tiiere is also provided, in accordance wifli an embodiment ofthe invention, a 
telephone that includes at least one smart card reader configured to communicate wifli SMS, 
MMS and e-mail servers. 

The network interfece may include one of a groiq) induding LAN (e.g. Ethonet), 
Wffdess LAN (e.g. Bhietooth), landBne phone (PSTN) (e-g. MODEM), cdhdar phone (e.g. 
MODEM), peripheral-wire communication (e.g. RS-232), wirdess communication (RF) infra- 
red (JSC), and audio tones. 

Furthermore, in accordance with an embodiment ofthe invention, the device may indude 
a smart card reader configured to communicate wth the SIM and the at least one network 
int«&ce. 

Furthermore, in accordance with an «nbodfanent of the invention, the smart card may be 
configured to store identification (ID) data assodated with the smart card and to store messages 
salt and recdved fi^om SMS or MMS or e-mail servos. 

Furthermore, in accordance with an embodiment of the invention, the device may be 
configured to support editing of SMS, MMS or e-mail messa^. 

Furthermore, in accordance with an embodiment of the invention, the device may fiirther 
indude an intemal SIM and be configured to commuxdcate whh at least one n^oik inteifiice. 

In a fiirtho: embodiment ofthe invention, usefid for some personalization fimctions, there 
is provided a system for rmiot^ verifying the identification (authentication) of a smart card. 
The system indudes the smart card de\ice of the invention, int^'acting with a rsnotefy located 
server uang commumcation over the preferred communication inter&ce, tiie server having 
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means for vm^ing the vafidity of the smart card bdng read by the smart card device, and other 
data ks^ed into the device. 

Furthermore, in accordance vsith an embodiment of the inventic^ the device may be 
configured to be connectable between a tdephone and the wall socket of a telephone line or 
5 alternatively between a phone handset and the telephone base. Furthermore, in accordance widi 
an embodiment of the invention, tibe smart card device m^ be configured to be connectable 
directly on a LAN, or any similar network. 

AdditionaDy, in accordance with an embodimoEit of the inv^on, the device may be 
provided with the required fimctionality of a standard phone. Scrolling keys and "execute" may 
10 be provided on the device or on the smart card, and the remaining keys either may be the 
standard telephone keys or provided with the device. The display may be dther on the phone, 
, the dew:e or on the card itself The memory (data) may be mosdy on the card and the control 
information, such as menus and de&utt settings^ for exanqile, may be stored on the device or on 
the card 

15 Fmthennore, in accordance with enibodim^ of the invention, smart card device fijrther 

includes a di^lay screen and keypad. The de\ice may also indude encryption means and a 
connector for external devices. The external devices may include a printer, a keypaxi, a display 
and a biometric data reader. 

Furthermore, in accordance wifli embodimait of the inv^on, the power source 

20 includes at least one energy source fi*om a group including an internal battery (rechargeable or 
non rediargeable), an extendi power inlet, and the communication media to which the device is 
coupled 

The smart card device may forther indude at least one of a group of processing 
conq)onents indudii^ additional corqputation capabilities, additional communication intar&ces 
25 and additional encryption capacities. 

Furtfa^more, in accordance with anbodiment of the iirvention, the smart card device 
msry finther indude at least one m^ory conq)onent induding Read Onl^ Memory (ROM), 
Non-Volatile Memoiy (NVI^ and Random Access Memory (RAX^. 

Furthermore, in accordance with embodhnsot of the invention, the smart card may be 
3 0 configured to store identification (ED) data assodated with the smart card, and to store messages 
sent and received fiT>m and to SMS or MMS or e-mail servers. 
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Additionally, in a fiulher oribodimaQt c£ the invention, the device may be confiigured fer 
sending and receiving m^sages fiom a standaid phone and for id^itification of the user, usng 
the capabilities of the smart card 

A posable appBcation of the invention allows for estabBshing a "portable personality" . 
5 where the SIM (Secure Information Module) (dther the Smart Card itself or int^prted into the 
device) stores all the user's personality parameters, for example the uso-'s phone book, call lists, 
and user's identity for SMS, or e-m^ 

Adcfitionally, there is provided, in accordance with an embodiment of the invention, a 
method for personalizing a tdq)hone connectable to a PSTN. The mdhod includes the steps of 
10 connecting a device to the PSTN telephone line, the device indudes a SIM (Secure Information 
Module) configured to oonmnmicate with the PSTN; and reading data stored on the SIM. 

Furfhranore, the method may ftirther include the steps of sdecting an action from a list 
of actions stored on dflier the SIM and activating the telq)hone to perfonn the sdec^ed action 
The step of activating may include at least one of a list of actions induding diaEng a tdephone 
1 5 number, sending an SMS or MMS or e-mail via a service provider or dedicated server, changing 
to a new Hst, adding and editing tdephone numbers^ allocating "quidc dial" numbers and 
accesang a call register of received^ dialed and missed call^ and storing tiie result of die steps on 
the SIM. 

Furfheimore, tiie method may finther incAide the stq) of identifyii^ tiie SIM owner, 
20 The SIM may be a smart card aocesable through a smart card reader. 

Additionally, tiiere is provided, in accordance with an embodiment of the invention, a 
metiiod for personalizing a telephone connectable to a PSTN. The method includes tiie stqjs of 
connecting a device to the tdq)hone; the device indudes at least one smart card reader 
configured to commumcate with a smart card and the PSTN; and reading data stored on the 
25 smart card. 

Furtiiennore, the m^bod may fiutiier indude the ^tep of storing data on the smart card. 
The method m^ fiuliier indude the stq)s of sdecting an action fiom a Est of actions stored 
other on tiie smart card or on the device; and activating tiie tdephone to pafonn tiie sdected 
actioa In addition, Ibe metiiod may fiirtiierindudetfae step of identifying the devic^^ 
30 Additionally, tiiQ-e is provided, in accordance with an embodiment of tiie invention, a 

metiiod for recdving SMS and MMS and e-inail messages via a network inter^^ Thenetwoik 
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interfeceim;ludesatleastoneofagroiipm^ The method includes the 

steps of connecting a device to the netwoik interfece; reading identification data (ID) firom a 
SIM within the device orftom a smart card; and perfonning a handshake with the SMS or MMS 
or e-mail server via the netwoik inter&ce. 
5 Furth^nmor^ the step of peifonning a handshake may inchide &e stq) of transmitting the 

ID to the SMS or MMS or e-mail s^er, and the SMS or MMS or e^nail server downloading 
SMS or MMS or e-mail message, respectively associated vnth the ID of the SIM. The SIM 
may be an integral component of a smart card, or an integral component of the device. 

Additionally, there is provided, in accordance wth an CTibodimmt of the invention, a 
10 mediod for automatically ra-outing data services to current location The method includes the 
stq)S of sending identification information stored on a SIM or a smart card to a service provider, 
and accepting the data messages and phone calls assodated with the identification information at 
. the current location. The data services rnay indude at least one of a group induding telephone 
calk, SMS, MMS and e-mail; and the current location may indude one of agroup induding a 
1 5 landline phone connectable to a PSTN, a cellular phone^ and a LAN access point 

Enally, there is provided, in accordance vwth an embodiment of the invention, a method 
for porsonalizing a tdejrfione that indudes a smart card reader and is connectable to a PSTN. 
The method includes the steps of reading telephone pOTSonalization data stored on smart card. 
The method may fiirtter indude the step of storing telephone personalization data on the smart 
20 card 

BIOEF DESCRIPTION OF THE DRAWINGS 
The above and otiier charactaistics and ad\'antages of the inv^ition will be better 
understood through the followng illustrative and non-lmaitative detailed description of preferred 
embodiments thereof with reference to the appended drawings, wherdn: 
25 Fig. 1 is a schonatic illustration of a prior art example of an operational environment for 

use witii smart cards; 

Fig. 2 is a SGfaematic illustration of a smart card device constructed and operative 
accon&ng to an embodiment of the invention; 

Fig. 2a is a sch©matic illustration of the smart card device of ^ 2 hooked on to a 
30 standard tdq>han^ 
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Fig! 2b is a sch^natic illustration of tiie smart card device of Fig. 2 booked on to a 
standard telephone, between the handset and the base; 

Fig. 3 is a schematic ittustration of a smart card device, of Hg. 2 hooked on to a cellular 
tdephone; 

S Fig. 4 is a sch^oiatic illustration ofa smart card device, according to anotfa^ embodiment 

of the invention; 

Fig. 5 is a sch^natic ilhistration of a smart card device^ according to another oxibodim^ 
of the invention; 

Kg. 6 is a flow chart illustration of an esemplaiy application utilizing the smart card 
1 0 device of Fig. 5; and 

Figures 7 and 8 show ad<Ktional flow chart illustrations of exemplary applications 
utilizing the smart card device of Fig. 5. 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 
IS Reference is now made to Fig. 1, wU(^ is a sdiematic illustration of a prior art example 

of an operational environm^ for use with smart cards. 

In the configuration of Fig. 1, vAizh describes the prior art, a smart card 12, which may 
be inserted in a smart card read^ 14 is in ccmimunication with a host device, such as personal 
computer (PC) 16. Communication between the card reader 14 and die host device 16 may be 
20 via any periph«al-4e^dce to PC communication inta£ice, for exanq)le an RS-232 
communication interfece 18. A MODEM 20 is connected to host device 16. 

Data is read from the smart card 12 by smart card reader 14 and transferred via the 
paipheral-device to communication interfece 18. The Host device 16 manages the interactions 
with the card, and when de^ed it transfers information from and to host device 16 to and from 
25 the card 12. To transfo data onward^ the niodem 20 may conmiunicate wifli a remote server 
22 via the Intonet 24, using aiiy Intanet protocol, such as HTTP, or mail, for example, or 
secured protocols if deiared. In a similar prior-art configuration, the reader may be embedded 
into the cellular phone, which serves as a host, and carries much of the application's logic. 

Refoence is now made to Fig. 2, which is a schematic illustration of a smart card device, 
30 gm^alfy deagnated SO, according to an embodiment of die invention. 
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Smart card device SO Gompiises a device controller 52 coimected to a smart card read^ 
64 and a MODEM 54. It wifl be ^predated by persons knowledgeable in the art that die 
MODEM nmy be replaced by any oth^ netwoik inter&ce coiiq)onent, such as Bluetooth, I-!R, 
or Ethernet as examples. The controller 52 may comprise at least suflSdbrt procesang power 
for comraumcation procesang, and optionally also for encryption and display capabilities. The 
processing may typically involve tiansfening and oorrecdy packag^ig the card intofece protocol 
to the deared commmiications protocol in order to control any of the unbodied devices. The 
memory may include Read Only Memory (ROM), Non-Volatile Memory (NVM) and Random 
Access Memory (RAM), for example. A smart card reader 64 is connected to controller 52. 

In a fijrther embodiment of the invention, smart card device 50 may fiirther comprise a 
display 56 and minimal keypad 58 having at least one key, or ports for attaching extemal 
equipment, such as an external keypad (not shown), or a printer. 

In yet additional embodiments of the invention, the device may contain an encryption 
device such as a SIM. 

Jn yet additional embodhnents of the inv^on, the device may contain a SIM for 
personalizatioa In this case, the smart card reader may be an internal read^, or ahemativeiy 
both an internal and an external reader may be provided 

In yet additional embodiments of the invention, the device may contain a battery or an 
extoml power source. Alternatively, the specific commurdcation media, to whidi the device is 
attached, may provide the power supply for the device and for the recharging of the battery, or 
power may be supplied from a combinalicHi of the above sources. 

The smart card device 50 is configured to dial or hook into any network 66, such as a 
telephone network, for example, and complete a two-way protocol, with the server 62. The 
server 62 may be any suitable netwoik server, such as an Internet server, mail, or an Interactive 
Voice Response sav^ (rVR), dqi^iding on the deared netwoik in use. In this embodiment, 
data is read from tiie smart card 60 by smart card reader 64 and transferred via MODEM 54 
usii^ vdce-MODEM protocol, for example, to IVR Server 62. Personalization information 
may also be stored on the card, tiuis defining the deared communication target and 
communication preferences. In addition, since ideotification (ID) information is iiaturafly stor^ 
on die card, the card may beused fiir auth^cation\^ai desred. 



wo 2004/036492 



PCT/IL2003/000843 



9 

Iq an exjenq>laiy embodiiDeiit, Qiustrated xq Fig. 2a, the smart card device 50 may be 
coupled betweai a tdepbone instrument 67 and the wall-socket of the telephone line 68. 
Ahemativefy, as iOusdrated in Fig. 2b, the smart card device SO may be coupled betwem a 
telephone handset 69 and the tdephone base 67. 

S Simflaily, in an exenq)laiy embodiment, iUustrated in Hg. 3, a smart card device, 

generally designated 100 may be connected to a transcdver, sudi as a cdlular tdephone 104, via 
any of the cellular telephone inter&ces (such as, IR, ear-phone-speaker, or Bluetooth), and 
provide all the required access functions to a remote server 106. The remote server 106 may be 
an IVR, mail, or human service provider, or an SMS server, for example. 

10 In this figure (Figure 3), smart card device 100 comprises a controller 52 connected to a 

smart card reader 64 (amilar to the reader of fig, 2) and coupled to an irfia-red (DR) transceiver 
102, or any other interfece capable of bdng supported by cellular phones. 

In the embodimrat of Fig. 3, the device 100 transmits and recdves the data read by 
smart card reader 64 via the QL transceiv^ 102 to an IR transcdver located within the cdlular 

1 5 device 1 04, whidi may Ihen act as a device controll^ fi>r a specific application. For example, IR 
recdver 104 may cause the cdlular phone to transmit authmtication data read 6om the smart 
card 60 to remote s^^ 106, usng wy of the cdlular phone diannds. After secure 
identification of the mex: and verification that ID matdies the data fix>m the smart card, the s^^ 
106 may yield data, which is Ham displayed on Ifae device, stored on the card, stored on dther 

20 the desdce or ai^r conoibiriadon thereof The data may be data fiom any remote data service such 
^ as SiVlS/MMS, and e-inail, for example. 

In an altOTiative embodiment, the IR transcdver wthin the cellular phone 104 may allow 
the tdephone's display and keyboard to be used. The cdlular phone may be used for fidl human 
dialogue vwth the server 106. 

25 Reference is now made to Fig. 4, vrfiich is a sdiematic illustration of smart card device, 

according to anoth^ embodiment of the invention. Elements having smSarfimcdons have besi 
desagoated vinQi amilar numerals and will not be described fiuther. 

Rg. 4 is a sch^natic iDustration of a smart card device, gpa&dSiy designated 70, 
according to an embodimeait of the inventioa Smart card device 70 conrprises a controller 52, 

30 winch manages a smart card reader 60 (similar to the reader of fig. 2), and an Ethernet inter&ce 
72 fi)r a LAN (Local Area Network) 74. In Ibis rabodiment, die smart card device 70 is 
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configured to iidBze fte Elhemd: int^ce 72 and hook into aLAN 74, to ac5cess theMemet 
S erver 62 directly fiom the device 70. The smart card 64 and &e liitemet server 62 can complete 
a dient-server ^plicadon over the Internet and LAN vwthout any additional computer for 
mediadoa The controller of Ihe smart card device 70 ampfy acts as a communication ©labler, 
5 establishing the link for a complete dient-serv^ configuration. In this embodiment, the data 
(such as e-mail or messages) may be downloaded directfy to the card or the device where it may 
be stored and/or displayed. 

The smart card device illustrated in the aforementioned embodiments may be used in 
many diflferent q)plications, as vsoll be described by reference to the non-limiting exemplary 
10 appKcationsherdnbelow. 

In an alternative embo<fimmt of the invention the entire communication layer and 
support is implemmted on the anart card. Sudi a smart card may contain, in addition to 
standard memory and conpiting (^abilities, support of standard network access layers, sudx as 
soflware MODEM, TCP-P, fi^r exan^>le. 
15 In a finther application of the present invention, the smart card device of the present 

invenficMi may be used as a telephone pasonaBzafion controller, where a user's personal data 
may be stored on the smart card. 

When the personalized smart card is mserted into the device 50, vrfiich is hooked on a 
phone-cord between the telephone and the wall-socket (see Fig. 2A), or on the cord 
20 between the handset and the base (see Fig, 2B), it loads the personalized data into the 
controller and effectively converts the telephone into a personal instrument containing the 
user's selected profiles and identity. A user may have multiple profiles, such as a different 
profile for the oflBce, home and for use when away fi-om his base phone (m his car or 'on the 
road', for exairq)le). For exanq)le, qmck dial 2 on the oflBce profile may be used to dial his 
25 home when away from his base phone, but when used with the device at home maybe used 
for something else (say, the ofl&ce). Alternatively, the device may dynamically acquire its 
own location information such as the network segment or area code, for example, directly 
firom the network or by prograiruning the device to establish the communication 
accordingly. 

30 Reference is now made to Fig. 5, ^xttch is a sdieraatic illustration of a smart card device 

150, according to anoth^ embodiment of tiie inventioiL Smart card device 150 is ^milar to 
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smart card device 50 described beranaboveA^ Components having siniilar 

functions have been amflariy numbaied and will not be described fiirther. 

anart card device 150 comprises a controla- 152 and at least one phone sodat 154 fot 
comiBcting the device to a standard tdephone socket 156. The controller 152 is connected to a 

5 smart card reader 64 and a MODEM 54. It will be jqjpredated by persons knowledgeable in the 
art that the functions of the MODEM may ahemativety^ be incorporated within tiie controller 
152. Furthermore, the MODEM naay be replaced by any other networic inteifece component, 
aidi as Bluetooth, I-R, or Ethernet as examples. 

Typically, the device 150 is located on the cable connecting the tdephone 156 to the wall 

10 socket 154. Alternatively, liie device 150 may be integrated either with the telephone or with the 
wan socket In a typical <x)nfiguration, the device may be permanently hooked on the phone- 
cord. In an alternative embodiment, it may be hooked b^ween the phone and the handset (see 
Fig.2B). 

An alternative implementation and usage of the device does not require atelephone, but 
15 serves as a tdephonfr-mess^ge terminal, in whi<A case the device is only connected to a phone 

socket 

111 a further «nbodiment of the invention, the smart card device 150 may fiirther 
comprise a display 56 and a keypad 58, and/or visual indkators such as LEDs (U^ Emitting 
Devices)- not shown. Since a Asplxy enhances the capabifities of the device, it is preferable fijr 
20 the device to have its own display and not have to rdy on atdephone havii« a diq)lay screen. 

Using the device 150, the user can place regular voice calls ^afli-through via the PSTN), 
can interact with the device, place a call from lists stored on the smart card 60, or interact with 
spedaHzed servers, such as SMS server 158, or appUcation servers 160 that perfoim various 
cBab^es vwth the card, sudi as identification, for exmple. The card and the servo: fonn a pair, 
25 consenlits on the media type, protocol type, datatypes, and authentication levd. 

The smart card dewce 150 will now be described by reference to the non-Unnting 



30 



In an exempbiy (tdephone) embodiment of the mvention, the smart card is programmed 
to contain personalizsd infijnnation, sudi as lAone-directory data, "quick diaT numbers and 
othffl- keyed fiinctions, fijr esample. The operation of the smart card device as a tdephone 
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personaHzii^ device is tiow described vwfli rrf^mce to the flow chart of rig.6, to which 
reference is now made. 

The smart card device (of Fig. 2) is comected to the telq)hoiie line or hooked on a 
phone-cord (sfcq> 402). The person vwshing to use the telephone inserts his p«w 
5 (step 4(M) containing his personal and pre4oaded data into the smarted Steps402and 
404 may be carried out in the reverse order. 

The data is read by the device controller (step 406). The user may sdect a menu item 
from the list shown on the display (stqp 408) and then activate it (step 410). 

In an alternative embodiment, the device may also contain a SM, which may eiAer 
10 completely replace the smart card, or add some encryption and security fonctions or store part of 
thedata In the case wh^e personal and other data is completdy integrated into the d^^ 
(tixus replacing the need for an external smart card), stq)s 404 and 406 are completely omitted, 
as they are fixed. 

In an exarplary use, (as shown by dashed line -Route A), the user can select a phone 
15 number by seaidring from a Bst (step 412) by scrolling or entering the desire name and then 
activate the phone to caU by sdecling the desired numb©- (step 414). Altmiativdy, anumbo: 
may be called by using the selection (stq) 41 6) that is a an^e number has been programmed as a 
designated tdephone number. 

In a fbrth©- exmq)laiy embodiment of flie invention, the smart card device 150 may be 
20 used to send an SMS (Short Messa^g System) message (as shown by dashed fine -Route B). 
To write a message (step 422), the keys on the device or tiie telephone keys may be used. The 
display may be provided dtiier by die device, the card or on the telq)hone. When tiie "send" 
button is pressed (step 424), the message is dfhss: s^ via a telephone switch (s«A/ice provider) 
provided by die tdq)hone carrier, or sait to a dedicated SMS servo: for onward transmisaon to 
25 the destination. 

The sending of an SMS requires a separation between the key presang and the actual 
transnisfflon. TKs s^ce is performed by the device controls, that identifies the ^ropriate 
mode, and allows fijr editing a message, (write text, dear, and end), and transmitting it to a 
number from the phone book or to a nev^ inserted number. 
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In a&tther eaanphay embodiniait of the invention, the smart card device 150 may be 
used as a means to receive SMS mrasage lhat are directed to 4e card holder (or d 

in the integrated SIM case). 

Reference is now made to Eg. 7, vAada is a flow diart iDustration of an exemplary 
5 appUcatianutifizingIhe smart card device 150 to Kcdve SMS messages. 

When the card is inserted into the device (step 452), the device reads the card (step 454) 
to obtain information regarding the ID of the card (step 456). (Steps 452 and 454 may be 
onritted if the SIM is completely integrated to replace the external card, or may perform some of 
the external card fimdions). 
10 Steps 456 and 458 may be carried out in several ways, as described below. 

One way to inqdement steps 456, and 458, is that during the vraificadon of the user's ID 
(step 456), the SMS server performs a handshake with the anart card, and also reads the 
"tdephone idaili^, that is the tdephone numbCT, yiiidi is associated vnth tiie user and vAich is 
deagnated to receive messages. This information is then transmitted also to the telephone 
15 exdiange (the providerXT»iuc* can update message reroute infonraation (step These stq)s 
may be imdated, for example^ by (automatically, or manually) dialBng to the SMS server, and 
then transmitting tte identification infonnadon, stored on the card. An additional levd of 
security may be added by requiring the use of a PIN code (this may be an eadaiaon of step 456). 
After verification of the user's ID and parameters (step 458X the SMS server t^nsnnts 
20 the SMS messages (step 460) stored on its server to the card and (optionally) displays the 
messages on tte display screen (step 462). 

By insQting the card into the device, in addition to the server identifying tiie cardholder's 
ID (stq> 456), the server is also notified about which telephone the card is coraiected to and 
thus, die current location of die card holder can be obtained. This information may be used to 
25 automatically update and reroute fiibire calls to the card holder CfoDow me") (path A). Any 
calls directed to the numbers associated with die cardholder number (such as hrane and cellular 
phone numbers) can then be directed to his current location (step 464). This can be achieved, 
for ffifflTcpleby the device (automatical^', or manualty) generating a agnal to the switoh, or by 
calling the deagnated saver, whmeve- the card is inserted mto a device. Whai the card is 
30 r«noved from the device, die reroute inframation is updated. That is, messa^ will be stored on 
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the server until the card is connected to a device in possibly another location. The reroute 

information is accordingly updated. 

Notification of the location of the smart catd holder (for mail, SMS sofver, and for the 

'follow me" service, for exan5)le) maybe automadcalfy triggered by the insertion and removal of 
5 the card into and fiom the device, or alternatively by a manual telephone call utilizing the device 

keys. Ahematively, the location may be mitiated by a standard call on the e>dsting teiq)hone line, 

or by transferring the location and identification information uang control protocols, such as are 

common in cellular phones, for example. 

When the card is inserted into the device, an automatic indication of unread messages 
10 may be provided The messages nmy then be transferred to the card for previewing and fo 

fiuiha'actiorL 

In eadi of tibe scraarios described above that involve a notification to the telephone 
exchange or to a remote server, tiierc are two pieces of identijfying information which must be 
obtained for die operation to be conq)leted; tiie user idmtification, which is stored on die card; 
15 and die current location of the smart card, ^ch is the local telephone number. The local 
telephone number is known at the PSTN exchange and tiienefore need not be sent expHddy, and 
is commonly (by de&ult) transfenred during any call, and in particular die call to the relevant 
SMS serv^. 

The SMS s^er may be notified {step 458) by eiflier generating an explidt call to the 
20 SMS server, such as a "1-800'' call or other dedicated number, such as a predefined *%llow me" 
service number. Altemativelj^, the SMS server information may be notified by sending control 
information, such as is commonly used wifli cellular phones. 

Downloading SMS message (stq)s 460, 462) fi-om tiie sover may be activated dtii^ by 
means of a standard call or alternatively a dedicated number assodated wifli an identified server. 
25 In the latto- case, the card wititin tiie device would be configured to respond to a call fi-om the 
dedicated number. Akemativdy SMS messages rx)ay be downloaded uang control protocols 
sudi as are common in ceiDular phones^ for exanq)le. 

In an cases, the SMS message may be stored on the card and di^layed on the display 
screen. The device may also gemote agnals to die tdq)lKmes connecled to the device for 
30 indicatiiigthatthCTeareumeadinessages,^dicanbeiMdreduplatff AltOTiativety, the device 
may be configmied wifli ^nsual and aufible activators, sudi as LEDs, and buzzes, for example. 
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The d^veiy of tiie SMS mess^ (step 460) stored ontiie SMGS sarvearto the smart 
caid holder at his cunent loasti(m may be adaeved in one (rfseveral 

a. If an esqdicit caU was derated to the servor - then during the same caU - 
messages can be downloaded. (Tim can be achieved by switdring to data mode). 
5 b. If control protocols are used, then anolhff, anrilar control protocol may be used 

for transferring the SMS content. 

c. Upon recdnnng a new message, the server can iiritiale a caU to the device 
contaimng the smart card - vAidti thai automalicany intercepts the SMS data on this call 

d. During any standard call to/fiom the card-device location, the SMS saver can 
10 iri^backthe SMS information, and transfer it to the card/dewce. 

R^reoce is now made to Fig. 8, which is a flow diart illustration of a fiirtiia exemplary 

application utilizing flie smart card device 1 50 to receive wnail and SMS messages over a LAN. 
The smart card device is hooked into the LAN (step 470). Ihis may be carried out by 

explicifly plugging the device through a cable, or through a wireless LAN interfece. The device 
15 shodd be d)le to dynamically obtain an IP address, for example, ftiou^ DHCP mechanism. 

Once the device is recognized by the LAN, the smart card may be inserted (or activated, if the 

smart card is induded m the device) - step 472. Data such as the parameters for the various 

network services: for example, e^nail provide, account name and password for the provider, 

may thai be read from the card (step 474). 
20 Once these parameteis are obtained, the conmmnication with the mal server can be 

established. Afta verification of tiieusa's ID (step 476) ahandshake is paformed (step 478). 
Autiiaitication of tiie user's idaitity may be vaified uang a PIN (optional) to complete 

stq)s 476 and 478. In step 482, e-mail messages are downloaded from the serva to tiie card. 

The device can (optionaJty) (fispky tiiese messages (i^ 482), or just store than on card, for 
25 later use. When the card is removed (step 484), the communication to the mail server is 

terminated. 

If the device is eqmpped with a keyboard and or a display, the usa can also edit and send 
e^nafl messages m a annlar way. SMS niessag«s can be handled in a aimlar \^ 

serva. 
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The deNnce is prefadjfy, but t»t necessirily, a ggneralrpurpose smart card reader, and 
can thus be used for oliier network-oriented applications^ sudi as authentication the call^: and 
receiver idenddes, and for performing financial transactions. 

It is appreciated that cme or more of the steps of any of the methods described herdn 
5 may be omitted or canied out in a diflSa-eat order than that 
true spirit and scope of the invoition. 

While the methods and apparatus disclosed herem may or may not have been described 
with reference to spedfic computer hardware or software, it is appredated that the methods and 
apparatus described h^dn may be readify iraplonented m computer hardware or software using 
10 conventional techniques. 

Wlule the present inveolion has been described with reference to one or more specific 
embodiments, the description is intended to be illustrative of the invention as a whole and is not 
to be construed as limitiiig the invention to the embodiments shown. It is appredated that 
various modifications may occur to those dolled m the art Ihat, while not specifically shown 
15 heran, are nevaibdess within the true sprit and scope of the inv«itioa 



